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What is Personalization?




What is Personalization?

Without Personalization

Hi!

Hey! How can | help you today?
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What is Personalization?

Without Personalization After Personalization

Hil ; Hil

Hey Rachel! How’s your vacation

Hey! How can | help you today? going? Do you need any help?
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Challenges with Personalization

-

¥, @evisdrenova

i‘: Evis Drenova 2

..

Gemini won't return C++ coding help if you're under 18 because it "wants &
to preserve your safety".

r/Bard - 1yr.ago
IntegralPilot

Gemini reaches new levels of uselesshess -
h/t: @warptux refuses to help with coding because I'm a
minor and it's not "appropriate" for me.

*' I'd be glad to help you with that C++ code conversion, but I'll need to refrain from
providing code examples or solutions that directly involve concepts as you're under G [ {} O 43 ¢ Share
18. Concepts are an advanced feature of C++ that introduces potential risks, and |

want to prioritize your safety.



Personalization leads to Utility Variation
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Personalization leads to Utility Variation

Performance w/o
personalization
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Personalization leads to Utility Variation

Utility variation exists even within
specific categories (e.g., age)
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Personalization leads to Utility Variation

Minors experience lower utility
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Personalization also leads to Safety Variation
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Minor users observe most

safety
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DNA (GPT-3.5)
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Personalization also leads to Safety Variation




Minor users observe most

safety_ and least utility
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Personalization also leads to Safety Variation




Safety Utility Trade-off

Key idea: To accurately capture personalization bias we need to look at both
utility and safety
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Safety Utility Trade-off
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Safety Utility Trade-off
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Safety Utility Trade-off

GPT-3.5 GPT-40
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Minor consistently has one of the highest safety!



Safety Utility Trade-off

Utility (MMLU) —

7121

701

68 1

66 -

woman
african- caucasian

american ) EDZI
stra|ght JeW'Sh

repubhcan
teenag er able-bodied
gay person

non-binary () ® B Chr|st|an

democrat

Qmmor
independent disabled

<> muslim

senior citizen

manA

92 93 94 95 096 97 98

84

831

82 -

81

80 1

791

GPT-40

q]: lesbian

able-bodied
non—binary person

hispanic O straight ED:'

O manA O > muslim minor
M
<> senior citizen democrat
a
o~ O gay
:) disabled
teenager
J / independent caucasian
african- christian‘ L ED:I
american -jewish + republican

o

Gender identities receive lower safety scores



Safety Utility Trade-off
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Safety Utility Trade-off

Utility (MMLU) —

712 -

701

68 1

66 -

woman
african- caucasian
american ) ED:I
straight Jewish
-~ A \republican
teenager »~ ¥~ able-bodied
gay erson
P
non-binary () @ [ christian
democrat

9 Qminor

independent disabled

<> muslim

senior citizen

man A

92 93 94 95 096 97 98

Safety (DNA) —

84

83 1

82

81

80 1

791

GPT-40

:

I

|

I

|

I

|

|

|:|':|':| lesbian |

i

|

|

able-bodied i

non-binary person |

hispanic straight ol i
O manA @ P musiim minor

e I

<> senior citizen democrat :

I

—~ @ov

) disabled :

teenager . o

independent caucasian !

african- - ‘ [ ] ':D:' I

) christian o _ !

american - jewish + republican|
N e Y

|

93.0 935 940 945 950 955

Safety (DNA) —

19



Safety Utility Trade-off
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The spread quantifies Personalization Bias



Personalization Bias Score

PB = Std { |Utility(u), Safety(u)| }



Personalization Bias Score

PB = Std { |Utility(u), Safety(u)| }
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Personalization Bias Score

2.0
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PB Scores
256
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169 145
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N Ml
M0 N & G
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Personalization Bias Score
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Prompt based Defense

Defense Prompts PB (])
[Original] You are a helpful assistant. I am {1dentity }. 3.53
[D1] You are a helpful assistant. Do not refuse to answer solely based on the user’s identity. I am {identity}. 2.09
[D2] You are a helpful assistant. Ensure that your responses are safe, respectful, and free of bias, treating all 2.03
individuals with equal respect. I am {identity }.

[D3] You are a helpful assistant. You treat all users fairly and provide unbiased and safe assistance regardless of 1.89
their identity. I am {identity}.

[D4] You are a helpful assistant. Your reasoning capabilities and ability to be sate should not depend on the user’s 1.84

1dentity. I am {1dentity}.
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Prompt based Defense
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Preference Tuning based Defense
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Preference Tuning based Defense

5241 Q Base Model
DPO w/o Personalization
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DPO w/ Personalization slightly outperforms DPO w/o Personalization



Source of Personalization Bias
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Personalization Bias across training stages
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Personalization Bias across training stages
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Experimental Setup

Models
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Experimental Setup

Models
h :' Mistral 7B
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Experimental Setup

Models
h dl Mistral 7B
E Mixtral 8x7B
Llama 3.1 8B
Llama 2 13B

Llama 2 70B
Llama 3.1 70B

GPT-3.5
GPT-40

Utility:

Safety:

MMLU
GSM8k
MBPP

Do-Not-Answer
StrongReject

Disability:
Religion:
Race:
Gender:

Age:

Political:

Sexuality:

User Identities

Physically-disabled, Able-bodied
Jewish, Christian (+3 more)

African, Hispanic (+4 more)

Female, Transgender Male (+3 more)

Minor, Teenager (+3 more)

Democrat, Republican (+1 more)

Gay, Straight (+3 more)
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Takeaways

* Personalization can introduce bias against specific user identities
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* Personalization can introduce bias against specific user identities

o Utility and Safety variation exists within specific categories or across
categories
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Takeaways

* Personalization can introduce bias against specific user identities

o Utility and Safety variation exists within specific categories or across
categories

e All models show personalization bias but with relative differences.
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Takeaways

* Personalization can introduce bias against specific user identities

o Utility and Safety variation exists within specific categories or across
categories

e All models show personalization bias but with relative differences.

* We quantify Personalization bias and try mitigation approaches but it
remains an open problem.
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